City of Columbia

701 East Broadway, Columbia, Missouri 65201

Agenda Item Number: B 174-15

Department Source: Public Health & Human Services
To: City Council

From: City Manager & Staff

Council Meeting Date: 6/15/2015

Re: Missouri Department of Health and Senior Services

Memorandum of Understanding - Children’s Health Insurance Program (CHIP) Health Services
Initiatives (H.S.1.)

Documents Included With This Agenda Item

Council memo,Resolution/Ordinance, Memorandum of Understanding
Supporting documentation includes: None

Executive Summary

An ordinance authorizing the City Manager to sign a Memorandum of Understanding between the
City of Columbia and the Missouri Department of Health and Senior Services for the Children’s Health

Insurance Program (CHIP) Health Services Initiatives (H.S.l.). The agreement period is June 1, 2015
through May 31. 2018.

Discussion

This agreement allows the Columbia/Boone County Department of Public Health and Human
Services (PHHS) to receive a portion of funds that the State receives as reimbursement from
Medicaid for conducting certain children’s health activities. The agreement requires PHHS to report
these activities to the State on a quarterly basis. This funding is awarded to PHHS as part of the
Participation Agreement for State Investment in Local Public Health Services.

Fiscal Impact

Short-Term Impact: none
Long-Term Impact: none

No appropriation of funds will be necessary to support the deliverables of this MOU. These funds will
be used to offset program costs

Vision, Strategic & Comprehensive Plan Impact

. Health, Social Services and Affordable Housing
Tpzct Health, Safety and Wellbeing
_omprernaensiye Zan ireact Not Applicable

Suggested Council Action

Should the Council agree with staff recommendations, an affirmative vote is in order.
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Legislative History

These funds have been included in the Participation Agreement for State Investment in Local Public
Health Services for the past two years. The Missouri Department of Health and Senior Services is
now requiring this MOU in addition to the Participation Agreement to clarify the requirements of local
public health agencies in receiving a portion of the Medicaid funds.
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Ordinance No. Council Bill No. B 174-15

AN ORDINANCE

authorizing a memorandum of understanding with the Missouri
Department of Health and Human Services for the Children’s
Health Insurance Program health services initiatives; and fixing
the time when this ordinance shall become effective.

BE IT ORDAINED BY THE COUNCIL OF THE CITY OF COLUMBIA, MISSOURI, AS
FOLLOWS:

SECTION 1. The City Manager is hereby authorized to execute a memorandum of
understanding with the Missouri Department of Health and Human Services for the
Children’s Health Insurance Program health services initiatives for the period of June 1,
2015 through May 31, 2018. The form and content of the memorandum of understanding
shall be substantially in the same form as set forth in "Exhibit A" attached hereto. Any
actions taken by or on behalf of the City in connection with such agreement prior to the
date of this ordinance are hereby approved and ratified.

SECTION 2. This ordinance shall be in full force and effect from and after its
passage.

PASSED this day of , 2015.
ATTEST:
City Clerk Mayor and Presiding Officer

APPROVED AS TO FORM:

City Counselor



Exhibit A

MEMORANDUM OF UNDERSTANDING (MOU)

Purpose

1.1

1.2

This agreement is entered into between the Missouri Department of Health and
Senior Services, hereafter referred to as “Department” and the Columbia/Boone
County Dept of Public Health & Human Services, hereafter referred to as
“LPHA”. The agreement shall be effective June 1, 2015 through May 31, 2018 in
conjunction with the Participation Agreement for State Investment in Local Public
Health Services.

The agreement sets forth the terms and conditions for the Children’s Health
Insurance Program (CHIP) Health Services Initiatives (H.S.1.). Specific H.S.I.
may include the following programs:

1.2.1  Immunization programs
LPHAs provide a vital role in immunizing our children and promoting
immunization among hard to reach families and communities.
Immunization program costs are operational (staff related) costs only. The
vaccines costs for CHIP 2 are funded through the Vaccines for Children
(VEC) program, therefore the costs of the vaccines are not included in the
CHIP claiming. The immunization program costs claimed under CHIP are
net of revenue obtained from billing Medicaid and other insurers for
administrative costs.

1.2.2  Lead testing and prevention programs
LPHAs are at the forefront of monitoring and managing lead poisoning
among children up to age six. Lead program costs include educating
families about lead poisoning, testing, and case management services.
The lead related program costs claimed under CHIP are net of applicable
credits.

1.2.3 Newborn home visiting programs
LPHAs offer newborn home visiting programs to high risk families.
Clinical staff and other trained professionals provide a range of services to
young families to ensure the healthy development of infants and toddlers.

1.2.4  School health programs
LPHAs provide health related services in schools and pre-schools
including health education, screenings, maintenance of health records,
basic nursing services and referrals, as needed, to other health care
providers. These services are distinct and different from the services
provided in schools as part of special education services authorized under
the Individuals with Disabilities Education Act (IDEA).
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3.0

4.0

2.1

22

24

Process

The Department will provide the LPHA with the CHIP H.S.1. Net Expenditure
Report form for reporting expenditures.

The LPHA shall submit a quarterly CHIP H.S.I. Net Expenditure Report form no
later than 30 days following the end of each calendar quarter.

The Department will compile expenditure documentation from LPHAs and
submit net expenditures by program on a quarterly basis to the Department of
Social Services for federal reimbursement under Title XXI of the Social Security
Act.

The distribution of the federal reimbursement of qualifying LPHA expenditures
through the CHIP H.S 1. will be based on a methodology established by the
Department.

Federal Requirements

3.1

3.2

33

Program expenditures requested for federal reimbursement under CHIP H.S.1.
must have been paid solely by local or state funds.

Since this agreement involves the use of federal funds, the Department has
determined that this agreement is subrecipient in nature as defined in 2 CFR §
200.330. The signature of the LPHA’s authorized representative indicates
compliance with the Certifications contained in Attachment A and the special
conditions contained in Attachment B as attached hereto and incorporated by
reference as if fully set forth herein.

The Contractor agrees that any audit exception noted by governmental auditors
shall not be paid by the Department and shall be the sole responsibility of the
Contractor. However, the Contractor shall have the right to contest any such
exception by any legal procedure the Contractor deems appropriate. The
Department will pay the Contractor all amounts which the Contractor may
ultimately be held entitled to receive as a result of any such legal action.

Confidentiality

4.1

42

The Contractor shall safeguard Protected Personally Identifiable Information (PII)
as defined in 2 CFR § 200.82. The Contractor agrees it will assume liability for
all disclosures of Protected PII and breaches by the Contractor and/or the
Contractor’s subcontractors and employees.

The LPHA shall comply with provisions of Attachment C, as attached hereto and

incorporated by reference as if fully set forth herein, in regards to the Health
Insurance Portability and Accountability Act of 1996, as amended.
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5.0 Amendments

5.1 The parties agree that any changes to the MOU must be by formal amendment
reviewed, approved and signed by the parties.

52  The parties agree that no other documents, including correspondence, acts and

oral communications by or from any person, shall be construed as an amendment
to the MOU.

6.0  Monitoring
6.1 The department reserves the right to monitor this agreement to ensure compliance.

7.0 Documentation

7.1 The LPHA shall retain all books, records, and other documents relevant to this
agreement for a period of five (5) years after final payment or the completion of
an audit, whichever is later, or as otherwise designated by the federal funding
agency. The LPHA shall allow authorized representatives of the Department,
State, and Federal Government to inspect these records upon request. If any
litigation, claim, negotiation, audit or other action involving the records has been
started before the expiration of the five (5) year period, the records shall be
retained until completion of the action and resolution of all issues which arise
from it, or until the end of the regular five (5) year period, whichever is later.
Failure to retain adequate documentation for any service billed may result in
recovery of payments for services not adequately documented.

8.0 Termination

8.1 Either party may terminate this MOU after providing a minimum of thirty (30)
days notice.

LPHA Date
Authorized Signature

Department of Health and Senior Services Date
Authorized Signature
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1.1

2.1

2.2

23

23.1

232

233

3.1

3.2

Attachment A
CERTIFICATIONS AND SPECIAL PROVISIONS

GENERAL

To the extent that this contract involves the use, in whole or in part, federal funds, the
signature of the Contractor’s authorized representative on the contract signature page
indicates compliance with the following Certifications and special provisions.

CONTRACTOR’S CERTIFICATION REGARDING SUSPENSION AND
DEBARMENT

The Contractor certifies that neither it nor its principals are presently debarred,
suspended, proposed for debarment, declared ineligible, or voluntarily excluded from
participation in this contract by any Federal department or agency pursuant to 2 CFR Part
180.

The Contractor shall include these certification requirements regarding debarment,
suspension, ineligibility, and voluntary exclusion in all lower tier covered transactions.

If the Contractor enters into a covered transaction with another person at the next lower
tier, the Contractor must verify that the person with whom it intends to do business is not

excluded or disqualified by:

Checking the System of Award Management (SAM) https://www.sam.gov; or

Collecting a certification from that person; or
Adding a clause or condition to the covered transaction with that person.
CONTRACTOR’S CERTIFICATION REGARDING LOBBYING

The Contractor certifies that no Federal appropriated funds have been paid or will be
paid, by or on behalf of the Contractor, to any person for influencing or attempting to
influence an officer or employee of any agency, a member of Congress, an officer or
employee of Congress, or an employee of a member of Congress in connection with the
awarding of any Federal contract, the making of any Federal grant, the making of any
Federal loan, the entering into of any cooperative agreement, or the extension,
continuation, renewal, amendment, or modification of any Federal contract, grant, loan,
or cooperative agreement.

The Contractor certifies that no funds under this contract shall be used to pay for any
activity to support or defeat the enactment of legislation before the Congress, or any State
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3.3

3.4

3.5

3.6

3.7

4.1

Attachment A
CERTIFICATIONS AND SPECIAL PROVISIONS

or local legislature or legislative body. The Contractor shall not use any funds under this
contract to pay for any activity to support or defeat any proposed or pending regulation,
administrative action, or order issued by the executive branch of any State or local
government.

The Contractor certifies that no funds under this contract shall be used to pay the salary
or expenses of the Contractor, or an agent acting for the Contractor who engages in any
activity designed to influence the enactment of legislation or appropriations proposed or
pending before the Congress, or any State, local legislature or legislative body, or any
regulation, administrative action, or Executive Order issued by the executive branch of
any State or local government.

The above prohibitions include any activity to advocate or promote any proposed,
pending or future Federal, State or local tax increase, or any proposed, pending or future
requirement or restriction on any legal consumer product, including its sale or marketing,
including but not limited to the advocacy or promotion of gun control.

If any funds other than Federal appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
member of Congress, an officer or employee of Congress, or an employee of a member
of Congress in connection with any Federal contract, grant, loan, or cooperative
agreement, the Contractor shall complete and submit Standard Form-LLL, "Disclosure
Form to Report Lobbying" in accordance with its instructions.

The Contractor shall require that the language of this section be included in the award
documents for all subawards at all levels (including subcontracts, subgrants, and
contracts under grants, loans, and cooperative agreements) and that all subrecipients shall
certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed
when this transaction was made or entered into. Submission of this certification is a
prerequisite for making or entering into this transaction imposed by 31 U.S.C. § 1352.
Any person who fails to file the required certification shall be subject to a civil penalty of
not less than $10,000 and not more than $100,000 for each such failure.

CONTRACTOR’S CERTIFICATION REGARDING A DRUG FREE
WORKPLACE

The Contractor certifies it shall provide a drug free workplace in accordance with the
Drug Free Workplace Act of 1988, 41 U.S.C. Chapter 81, and all applicable regulations.
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5.1

5.2

5.3

Attachment A
CERTIFICATIONS AND SPECIAL PROVISIONS

The Contractor is required to report any conviction of employees under a criminal drug
statute for violations occurring on the Contractor’s premises or off the Contractor’s
premises while conducting official business. The Contractor shall report any conviction
to the Department within five (5) working days after the conviction. Submit reports to:

Missouri Department of Health and Senior Services
Division of Administration, Grants Accounting Unit
P.O. Box 570

920 Wildwood Drive

Jefterson City, Missouri 65102-0570

CONTRACTOR’S CERTIFICATION REGARDING ENVIRONMENTAL
TOBACCO SMOKE

The Pro-Children Act of 1994, (Public Law 103-227, 20 U.S.C. §§ 6081-6084), requires
that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day
care, early childhood development services, education or library services to children
under the age of 18, if the services are funded by Federal programs either directly or
through State or local governments, by Federal grant, contract, loan, or loan guarantee.
The Pro-Children Act also applies to children’s services that are provided in indoor
facilities that are constructed, operated, or maintained with such federal funds. The Pro-
Children Act does not apply to children’s services provided in private residences;
portions of facilities used for inpatient drug or alcohol treatment; service providers whose
sole source of applicable Federal funds is Medicare or Medicaid; or facilities where WIC
coupons are redeemed. Failure to comply with the provisions of the Pro-Children Act
may result in the imposition of a civil monetary penalty of up to $1,000 for each violation
and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor certifies that it will comply with the requirements of the Pro-Children Act
and will not allow smoking within any portion of any indoor facility used for the
provision of services for children as defined by the Pro-Children Act.

The Contractor agrees that it will require that the language of this certification be
included in any subcontract or subaward that contains provisions for children’s services
and that all subrecipients shall certify accordingly. Failure to comply with the provisions
of the Pro-Children Act law may result in the imposition of a civil monetary penalty of up
to $1,000 per day.

CONTRACTOR’S CERTIFICATION REGARDING NON-DISCRIMINATION
Page 3 of 5
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6.1

7.1

Attachment A
CERTIFICATIONS AND SPECIAL PROVISIONS

The contractor shall comply with all federal and state statutes, regulations and executive
orders relating to nondiscrimination and equal employment opportunity to the extent
applicable to the contract. These include but are not limited to:

Title VI of the Civil Rights Act of 1964 (P.L. 88-352, 42 U.S.C. § 2000d ef seq.) which
prohibits discrimination on the basis of race, color, or national origin (this includes
individuals with limited English proficiency) in programs and activities receiving federal
financial assistance and Title VII of the Act which prohibits discrimination on the basis
of race, color, national origin, sex, or religion in all employment activities;

Equal Pay Act of 1963 (P.L. 88 -38, as amended, 29 U.S.C. § 206 (d));

Title IX of the Education Amendments of 1972, as amended (20 U.S.C §§ 1681-1683 and
1685-1686) which prohibits discrimination on the basis of sex;

Section 504 of the Rehabilitation Act of 1973, as amended (29 U.S.C. 794) and the
Americans with Disabilities Act of 1990 (42 U.S.C. 12101 ef seq.) which prohibit
discrimination on the basis of disabilities;

The Age Discrimination Act of 1975, as amended (42 U.S.C. 6101-6107) which prohibits
discrimination on the basis of age;

Equal Employment Opportunity — E.O. 11246, as amended;
Missouri State Regulation, 19 CSR 10-2.010, Civil Rights Compliance Requirements;

Missouri Governor’s E.O. #05-30 (excluding paragraph 1, which was superseded by E.O.
#10-24);

Missouri Governor’s E.O. #10-24; and

The requirements of any other nondiscrimination federal and state statutes, regulations
and executive orders which may apply to the services provided via the contract.

CONTRACTOR’S CERTIFICATION REGARDING EMPLOYEE
WHISTLEBLOWER PROTECTIONS

The contractor shall comply with the provisions of 41 U.S.C. 4712 that states an
employee of a contractor, subcontractor, grantee, or subgrantee may not be discharged,
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7.2

7.3

8.1

Attachment A
CERTIFICATIONS AND SPECIAL PROVISIONS

demoted or otherwise discriminated against as a reprisal for “whistleblowing”. In
addition, whistleblower protections cannot be waived by any agreement, policy, form, or
condition of employment.

The contractor’s employees are encouraged to report fraud, waste, and abuse. The
contractor shall inform their employees in writing they are subject to federal
whistleblower rights and remedies. This notification must be in the predominant native
language of the workforce.

The contractor shall include this requirement in any agreement made with a subcontractor
or subgrantee.

CLEAN AIR ACT

The Contractor shall comply with all applicable standards, orders or regulations issued

pursuant to the Clean Air Act (42 U.S.C. 7401 ef seq.) and the Federal Water Pollution
Control Act as amended (33 U.S.C. 1251 et seq.).
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1.1

1.2

1.3

1.4

1.5

1.6

Attachment B
SUBRECIPIENT SPECIAL CONDITIONS

The Department of Health and Senior Services has determined that this contract is
subrecipient in nature as defined in the 2 CFR § 200.330. To the extent that this contract
involves the use, in whole or in part, of federal funds, the Contractor shall comply with
the following special conditions.

The Contractor shall comply with all applicable implementing regulations, and all other
laws, regulations and policies authorizing or governing the use of any federal funds paid
to the Contractor through this contract. The Contractor shall ensure compliance with
U.S. statutory and public policy requirements, including but not limited to, those
protecting public welfare, the environment, and prohibiting discrimination. See the
Federal Agency’s Notice of Grant Award at http://health. mo gov/contractorresources/nga
for the terms and conditions of the federal award(s) governing this contract. Refer to the
Contract Funding Source(s) report enclosed with the contract for a listing of the
applicable federal award numbers.

In performing its responsibilities under this contract, the Contractor shall fully comply
with the Office of Management and Budget (OMB) Uniform Administrative
Requirements, Cost Principles and Audit Requirements for Federal Awards (2 CFR Part
200, as applicable, including any subsequent amendments.

The Contractor shall send a copy of any audit report to the Department of Health and
Senior Services, Division of Administration, P.O. Box 570, Jefferson City, MO 65102
each contract year if applicable. The Contractor shall return to the Department any funds
disallowed in an audit of this contract.

The Contractor shall comply with the public policy requirements as specified in the
Department of Health and Human Services (HHS) Grants Policy Statement which 1s
incorporated herein as if fully set forth.

http.//www hhs.gov/asfi/ogapa/aboutog/hhsgps107.pdt

The Contractor shall be responsible for any disallowances, questioned costs, or other
items, including interest, not allowed under the federal award or this contract. The
Contractor shall return to the Department any funds disallowed within six months of
notification by the Department to return such funds.

The Contractor shall notify the Department in writing within 30 days after a change
occurs in its primary personnel involved in managing this contract.
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1.7

1.8

1.8.1

1.82

1.8.3

1.8.4

1.12

Attachment B
SUBRECIPIENT SPECIAL CONDITIONS

The Contractor shall notify the Department in writing of any violation of Federal criminal
law involving fraud, bribery, or gratuity violations potentially affecting federal monies

under this contract. Failure by the Contractor to disclose such violations may result in the
Department taking action as described in 2 CFR § 200.338 Remedies for Noncompliance.

The Contractor shall comply with Trafficking Victims Protection Act of 2000 (22 U.S.C.
Chapter 78), as amended. This law applies to any private entity. A private entity
includes any entity other than a State, local government, Indian tribe, or foreign public
entity, as defined in 2 CFR § 175.25. The subrecipient and subrecipients’ employees
may not:

Engage in severe forms of trafficking in persons during the period of time that the award
is in effect;

Procure a commercial sex act during the period of time that the award is in effect; or
Use forced labor in the performance of the award or subawards under the award.

The Contractor must include the requirements of this paragraph in any subaward made to
a private entity.

The Contractor shall comply with 37 CFR Part 401, "Rights to Inventions Made by
Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts
and Cooperative Agreements," and any implementing regulations, as applicable.

A Contractor that is a state agency or agency of a political subdivision of a state and its
contractors must comply with Section 6002 of the Solid Waste Disposal Act (42 U.S.C. §
6962), as amended by the Resource Conservation and Recovery Act (P.L. 94-580). The
requirements of Section 6002 relate solely to procuring items designated in the guidelines
of the Environmental Protection Agency (EPA) at 40 CFR Part 247.

The Contractor shall provide its Data Universal Numbering System (DUNS) number to
the Department. If the Contractor is an exempt individual as per 2 CFR § 25.110(b), the
Contractor shall notity the Department of its exemption. Pursuant to 2 CFR Part 25, no
entity may receive a subaward unless the entity has provided its DUNS number. The
Department shall withhold the award of this contract until the Contractor submits the
DUNS number to the Department and the Department has verified the DUNS.

Equipment
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1.12.1

1.12.2

Attachment B
SUBRECIPIENT SPECIAL CONDITIONS

Title to equipment purchased by the Contractor for the purposes of fulfilling contract
services vests in the Contractor upon acquisition, subject to the conditions that apply as
set forth in 2 CFR § 200.313. The Contractor must obtain written approval from the
Department prior to purchasing equipment with a cost greater than $1,000. The repair
and maintenance of purchased equipment will be the responsibility of the Contractor.
Upon satisfactory completion of the contract, if the current fair market value (FMV) of
the equipment purchased by the Contractor is less than $5,000, the Contractor has no
further obligation to the Department. The Contractor may sell or retain items it
purchased with a current FMV greater than $5,000, but the Contractor may be required to
reimburse the Department for costs up to the current value of the equipment.

Equipment purchased by the Department and placed in the custody of the Contractor
shall remain the property of the Department. The Contractor must ensure these items are
safeguarded and maintained appropriately, and return such equipment to the Department
at the end of the program.
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1.1

Attachment C

Business Associate Provisions

Health Insurance Portability and Accountability Act of 1996, as amended - The state agency and
the contractor are both subject to and must comply with provisions of the Health Insurance
Portability and Accountability Act of 1996 (HIPAA), as amended by the Health Information
Technology for Economic and Clinical Health Act (HITECH) (PL-111-5) (collectively, and
hereinafter, HIPAA) and all regulations promulgated pursuant to authority granted therein. The
contractor constitutes a “Business Associate” of the state agency. Therefore, the term,
“contractor’” as used in this section shall mean “Business Associate.”

The contractor agrees that for purposes of the Business Associate Provisions contained herein,
terms used but not otherwise defined shall have the same meaning as those terms defined in 45
CFR Parts 160 and 164 and 42 US.C. §§ 17921 et. seq. including, but not limited to the
following:

a.  “Access”, “administrative safeguards”, “confidentiality”, ‘“covered entity”, “data

hh] X3 2 M b NS

aggregation”, “designated record set”, “disclosure”, “hybrid entity”, “information system”,
“physical safeguards”, “required by law”, “technical safeguards”, “use” and “workforce”
shall have the same meanings as defined in 45 CFR 160.103, 164.103, 164.304, and

164.501 and HIPAA.

b.  “Breach” shall mean the unauthorized acquisition, access, use, or disclosure of Protected
Health Information which compromises the security or privacy of such information, except
as provided in 42 U.S.C. § 17921. This definition shall not apply to the term “breach of
contract” as used within the contract.

c.  “Business Associate” shall generally have the same meaning as the term “business
associate” at 45 CFR 160.103, and in reference to the party to this agreement, shall mean
the contractor.

d.  “Covered Entity” shall generally have the same meaning as the term “covered entity” at 45
CFR 160.103, and in reference to the party to this agreement, shall mean the state agency.

e.  “Electronic Protected Health Information” shall mean information that comes within
paragraphs (1)(i) or (1)(ii) of the definition of Protected Health Information as specified
below.

f.  “Enforcement Rule” shall mean the HIPAA Administrative Simplification: Enforcement;

Final Rule at 45 CFR Parts 160 and 164.

g.  “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement
Rules at 45 CFR Part 160 and Part 164.

h.  “Individual” shall have the same meaning as the term “individual” in 45 CFR 160.103 and

shall include a person who qualifies as a personal representative in accordance with 45
CFR 164.502 (g).
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1.2

Attachment C

i.  “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Part 160 and Part 164, Subparts A and E.

] “Protected Health Information” as defined in 45 CFR 160.103, shall mean individually

identifiable health information:

- (i) Except as provided in paragraph (b) of this definition, that is: (i) Transmitted by
electronic media; or (ii) Maintained in electronic media; or (iii) Transmitted or maintained
in any other form or medium.

- (ii) Protected Health Information excludes individually identifiable health information in
(i) Education records covered by the Family Educational Rights and Privacy Act, as
amended, 20 U.S.C. 1232g; (ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and
(iii) Employment records held by a covered entity (state agency) in its role as employer.

k. “Security Incident” shall be defined as set forth in the “Obligations of the Contractor”
section of the Business Associate Provisions.

. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 CFR Part 164, Subpart C.

m. “Unsecured Protected Health Information” shall mean Protected Health Information that is
not secured through the use of a technology or methodology determined in accordance
with 42 U.S.C. § 17932 or as otherwise specified by the secretary of Health and Human
Services.

The contractor agrees and understands that wherever in this document the term Protected Health
Information is used, it shall also be deemed to include Electronic Protected Health Information.

The contractor must appropriately safeguard Protected Health Information which the contractor
receives from or creates or receives on behalf of the state agency. To provide reasonable
assurance of appropriate safeguards, the contractor shall comply with the business associate
provisions stated herein, as well as the provisions of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA), as amended by the Health Information Technology for
Economic and Clinical Health Act (HITECH) (PL-111-5) and all regulations promulgated
pursuant to authority granted therein.

The state agency and the contractor agree to amend the contract as is necessary for the parties to
comply with the requirements of HIPAA and the Privacy Rule, Security Rule, Enforcement
Rule, and other rules as later promulgated (hereinafter referenced as the regulations promulgated

thereunder). Any ambiguity in the contract shall be interpreted to permit compliance with the
HIPAA Rules.

Permitted Uses and Disclosures of Protected Health Information by the Contractor:

The contractor may not use or disclose Protected Health Information in any manner that would
violate Subpart E of 45 CFR Part 164 if done by the state agency, except for the specific uses

and disclosures in the contract.
Pagc 2 of 7
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1.2.2

1.2.4

1.2.5

1.2.6

1.2.7

1.2.8

1.3

1.3.1

Attachment C

The contractor may use or disclose Protected Health Information to perform functions, activities,
or services for, or on behalf of, the state agency as specified in the contract, provided that such
use or disclosure would not violate HIPAA and the regulations promulgated thereunder.

The contractor may use Protected Health Information to report violations of law to appropriate
Federal and State authorities, consistent with 45 CFR 164.502(j)(1) and shall notify the state
agency by no later than ten (10) calendar days after the contractor becomes aware of the
disclosure of the Protected Health Information.

If required to properly perform the contract and subject to the terms of the contract, the
contractor may use or disclose Protected Health Information if necessary for the proper
management and administration of the contractor’s business.

If the disclosure is required by law, the contractor may disclose Protected Health Information to
carry out the legal responsibilities of the contractor.

If applicable, the contractor may use Protected Health Information to provide Data Aggregation
services to the state agency as permitted by 45 CFR 164.504(e)(2)(i)(B).

The contractor may not use Protected Health Information to de-identify or re-identify the
information in accordance with 45 CFR 164.514(a)-(c) without specific written permission from
the state agency to do so.

The contractor agrees to make uses and disclosures and requests for Protected Health
Information consistent with the state agency’s minimum necessary policies and procedures.

Obligations and Activities of the Contractor:

The contractor shall not use or disclose Protected Health Information other than as permitted or
required by the contract or as otherwise required by law, and shall comply with the minimum
necessary disclosure requirements set forth in 45 CFR § 164.502(b).

The contractor shall use appropriate administrative, physical and technical safeguards to prevent
use or disclosure of the Protected Health Information other than as provided for by the contract.
Such safeguards shall include, but not be limited to:

a.  Workforce training on the appropriate uses and disclosures of Protected Health
Information pursuant to the terms of the contract;

b.  Policies and procedures implemented by the contractor to prevent inappropriate uses and

disclosures of Protected Health Information by its workforce and subcontractors, if
applicable;

c.  Encryption of any portable device used to access or maintain Protected Health Information

or use of equivalent safeguard;
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d.  Encryption of any transmission of electronic communication containing Protected Health
Information or use of equivalent safeguard; and

e.  Any other safeguards necessary to prevent the inappropriate use or disclosure of Protected
Health Information.

With respect to Electronic Protected Health Information, the contractor shall use appropriate
administrative, physical and technical safeguards that reasonably and appropriately protect the
confidentiality, integrity and availability of the Electronic Protected Health Information that
contractor creates, receives, maintains or transmits on behalf of the state agency and comply
with Subpart C of 45 CFR Part 164, to prevent use or disclosure of Protected Health Information
other than as provided for by the contract.

In accordance with 45 CFR 164.502(e)(1)(i1) and 164.308(b)(2), the contractor shall require that
any agent or subcontractor that creates, receives, maintains, or transmits Protected Health
Information on behalf of the contractor agrees to the same restrictions, conditions, and
requirements that apply to the contractor with respect to such information.

By no later than ten (10) calendar days after receipt of a written request from the state agency, or
as otherwise required by state or federal law or regulation, or by another time as may be agreed
upon in writing by the state agency, the contractor shall make the contractor’s internal practices,
books, and records, including policies and procedures and Protected Health Information, relating
to the use and disclosure of Protected Health Information received from, created by, or received
by the contractor on behalf of the state agency available to the state agency and/or to the
Secretary of the Department of Health and Human Services or designee for purposes of
determining compliance with the HIPAA Rules and the contract.

The contractor shall document any disclosures and information related to such disclosures of
Protected Health Information as would be required for the state agency to respond to a request
by an individual for an accounting of disclosures of Protected Health Information in accordance
with 42 USCA §17932 and 45 CFR 164.528. By no later than five (5) calendar days of receipt
of a written request from the state agency, or as otherwise required by state or federal law or
regulation, or by another time as may be agreed upon in writing by the state agency, the
contractor shall provide an accounting of disclosures of Protected Health Information regarding
an individual to the state agency. If requested by the state agency or the individual, the
contractor shall provide an accounting of disclosures directly to the individual. The contractor
shall maintain a record of any accounting made directly to an individual at the individual’s
request and shall provide such record to the state agency upon request.

In order to meet the requirements under 45 CFR 164.524, regarding an individual’s right of
access, the contractor shall, within five (5) calendar days following a state agency request, or as
otherwise required by state or federal law or regulation, or by another time as may be agreed
upon in writing by the state agency, provide the state agency access to the Protected Health
Information in an individual’s designated record set. However, if requested by the state agency,
the contractor shall provide access to the Protected Health Information in a designated record set
directly to the individual for whom such information relates.
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At the direction of the state agency, the contractor shall promptly make any amendment(s) to
Protected Health Information in a Designated Record Set pursuant to 45 CFR 164.526.

The contractor shall report to the state agency’s Security Officer any security incident
immediately upon becoming aware of such incident and shall take immediate action to stop the
continuation of any such incident. For purposes of this paragraph, security incident shall mean
the attempted or successful unauthorized access, use, modification or destruction of information
or interference with systems operations in an information system. This does not include trivial
incidents that occur on a daily basis, such as scans, “pings,” or unsuccessful attempts that do not
penetrate computer networks or servers or result in interference with system operations. By no
later than five (5) days after the contractor becomes aware of such incident, the contractor shall
provide the state agency’s Security Officer with a description of any remedial action taken to
mitigate any harmful effect of such incident and a proposed written plan of action for approval
that describes plans for preventing any such future security incidents.

The contractor shall report to the state agency’s Privacy Officer any unauthorized use or
disclosure of Protected Health Information not permitted or required as stated herein
immediately upon becoming aware of such use or disclosure and shall take immediate action to
stop the unauthorized use or disclosure. By no later than five (5) calendar days after the
contractor becomes aware of any such use or disclosure, the contractor shall provide the state
agency’s Privacy Officer with a written description of any remedial action taken to mitigate any
harmful effect of such disclosure and a proposed written plan of action for approval that
describes plans for preventing any such future unauthorized uses or disclosures.

The contractor shall report to the state agency’s Security Officer any breach immediately upon
becoming aware of such incident and shall take immediate action to stop the continuation of any
such incident. By no later than five (5) days after the contractor becomes aware of such
incident, the contractor shall provide the state agency’s Security Officer with a description of the
breach, the information compromised by the breach, and any remedial action taken to mitigate
any harmful effect of such incident and a proposed written plan for approval that describes plans
for preventing any such future incidents.

The contractor’s reports required in the preceding paragraphs shall include the following
information regarding the security incident, improper disclosure/use, or breach, (hereinafter
“incident”):

a. The name, address, and telephone number of each individual whose information was
involved if such information is maintained by the contractor;

b.  The electronic address of any individual who has specitied a preference of contact by
electronic mail,

c. A brief description of what happened, including the date(s) of the incident and the date(s)
of the discovery of the incident;

d. A description of the types of Protected Health Information involved in the incident (such
as full name, Social Security Number, date of birth, home address, account number, or
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disability code) and whether the incident involved Unsecured Protected Health
Information; and

e.  The recommended steps individuals should take to protect themselves from potential harm
resulting from the incident.

Notwithstanding any provisions of the Terms and Conditions attached hereto, in order to meet
the requirements under HIPAA and the regulations promulgated thereunder, the contractor shall
keep and retain adequate, accurate, and complete records of the documentation required under
these provisions for a minimum of six (6) years as specified in 45 CFR Part 164.

Contractor shall not directly or indirectly receive remuneration in exchange for any Protected
Health Information without a valid authorization.

If the contractor becomes aware of a pattern of activity or practice of the state agency that
constitutes a material breach of contract regarding the state agency's obligations under the
Business Associate Provisions of the contract, the contractor shall notify the state agency’s
Security Officer of the activity or practice and work with the state agency to correct the breach
of contract.

The contractor shall indemnify the state agency from any liability resulting from any violation of
the Privacy Rule or Security Rule or Breach arising from the conduct or omission of the
contractor or its employee(s), agent(s) or subcontractor(s). The contractor shall reimburse the
state agency for any and all actual and direct costs and/or losses, including those incurred under
the civil penalties implemented by legal requirements, including but not limited to HIPAA as
amended by the Health Information Technology for Economic and Clinical Health Act, and
including reasonable attorney’s fees, which may be imposed upon the state agency under legal
requirements, including but not limited to HIPAA’s Administrative Simplification Rules, arising
from or in connection with the contractor’s negligent or wrongful actions or inactions or
violations of this Agreement.

Obligations of the State Agency:

The state agency shall notify the contractor of limitation(s) that may affect the contractor’s use
or disclosure of Protected Health Information, by providing the contractor with the state
agency’s notice of privacy practices in accordance with 45 CFR 164.520.

The state agency shall notify the contractor of any changes in, or revocation of, authorization by
an Individual to use or disclose Protected Health Information.

The state agency shall notify the contractor of any restriction to the use or disclosure of

Protected Health Information that the state agency has agreed to in accordance with 45 CFR
164.522.

The state agency shall not request the contractor to use or disclose Protected Health Information

in any manner that would not be permissible under HIPAA and the regulations promulgated
thereunder.
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Expiration/Termination/Cancellation - Except as provided in the subparagraph below, upon the
expiration, termination, or cancellation of the contract for any reason, the contractor shall, at the
discretion of the state agency, either return to the state agency or destroy all Protected Health
Information received by the contractor from the state agency, or created or received by the
contractor on behalf of the state agency, and shall not retain any copies of such Protected Health
Information. This provision shall also apply to Protected Health Information that is in the
possession of subcontractor or agents of the contractor.

In the event the state agency determines that returning or destroying the Protected Health
Information is not feasible, the contractor shall extend the protections of the contract to the
Protected Health Information for as long as the contractor maintains the Protected Health
Information and shall limit the use and disclosure of the Protected Health Information to those
purposes that made return or destruction of the information infeasible. If at any time it becomes
feasible to return or destroy any such Protected Health Information maintained pursuant to this
paragraph, the contractor must notify the state agency and obtain instructions from the state
agency for either the return or destruction of the Protected Health Information.

Breach of Contract — In the event the contractor is in breach of contract with regard to the
business associate provisions included herein, the contractor agrees that in addition to the
requirements of the contract related to cancellation of contract, if the state agency determines
that cancellation of the contract is not feasible, the State of Missouri may elect not to cancel the
contract, but the state agency shall report the breach of contract to the Secretary of the
Department of Health and Human Services.
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